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Abstract: Aiming at the eavesdropping attacks and information leakage risks existing in wireless communication sys-
tems, a physical layer key generation (PLKG) scheme for multi-user multiple input single output (MISO) systems assisted
by rotatable antenna (RA) is proposed. By utilizing the directional controllability of RA, an optimization problem is con-
structed, where the objective function is the maximization of the system’s sum key generation rate, and the constraints in-
clude total transmit power, the minimum quality of service requirements for each user, the maximum zenith angle of RA,
and the normalization of the pointing vector. To solve this non-convex problem, an optimization algorithm based on alternat-
ing optimization (AO), semi-definite relaxation (SDR), and successive convex approximation (SCA) is designed. Simula-
tion results show that the proposed scheme exhibits a higher sum key generation rate compared with the benchmark scheme,
which demonstrates the effectiveness of RA in enhancing the physical layer key generation rate.
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